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Exploitation of Charities for ML and TF

Compromised
intermediaries/
partners

Internal actors
within charity

Unwittingly used as a conduit
for financing terrorism

Infiltration of terrorist
organisations

Charities have various touchpoints: Receipt of resources from donors, which are meant to ultimately
benefit beneficiaries through intermediaries

Charities engage in providing services to beneficiaries, apart from financial assistance, which are
essential needs to sustain terrorism activities.
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Introduction to Money Laundering

Layering

/Introduce criminal proceeds into\
financial system Movement of funds to
e.g. Donates large some of money distance them from original
gotten through criminal activities to illegal source
charity
e.g. Layered through the
legitimate funds that the
Placement charity already holds and also
set up fake beneficiaries who
will receive laundered funds
from charity

/Funds re-enter the Iegitimate\
economy

e.g. Invest in legal businesses,
luxury assets, transferred out
of jurisdiction
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Integration
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Types of Money Laundering

Self-laundering: Criminal who generated those illegal proceeds through the predicate
offence, proceeds to launder the benefits by himself e.g. criminals using proceeds of
crime to buy luxury watch or bag.

Third Party Laundering: Criminal who generated those illegal proceeds through the
predicate offence, enlists others (i.e. third parties) to launder the benefits. e.g.

* Look out for adverse news of donors.

* Know profile of your donors and partners. Obvious giveaway includes involvement
of shell company (a company without active business operations or significant
assets).
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Overseas Case Study: Money Laundering Through Charities
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Introduction to Terrorism Financing

4 Funds may be raised via
legitimate sources and
illegitimate sources

* Ranges from small scale or
decentralised methods, to
large-scale methods.
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Funds may be moved
through financial and non-
financial means

7~ O\

g Funds used for terrorist

operations

e Funds used for day to day
expenses for terrorist
organisations
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FATF Reports for reference

FATF Report on Risk of Terrorism Abuse in Non- FATF Typologies Report on Terrorism Financing
Profit Organisations

https://www.fatf-gafi.org/
content/dam/fatf-gafi/reports/
FATF Terrorist Financing
Typologies
Report.pdf.coredownload.inline.p
df

https://[www.fatf-gafi.org/
content/dam/fatf-gafi/reports/
Risk-of-terrorist-abuse-in-non-
profit-
organisations.pdf.coredownload.
pdf

www.fatf-gafi.org

www.fatf-gafi.org
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Lodging of Suspicious Transactions Reports (STRs)



Importance of reporting suspicious transactions

Singapore’s status as an international financial centre makes it vulnerable to

becoming a transit point for illicit funds from abroad

™ Bulk of exposure to money laundering risks arise from offences committed overseas

Singapore is situated in a region where several terrorist groups operate actively

M Terrorists may seek to exploit Singapore’s status as a financial hub to raise funds
for terrorism-related activities

Each reporting entity has visibility over different parts of any one chain of events or

transactions

M May complement other information to help establish previously unknown linkages
between entities/transactions
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Statutory obligations

Corruption, Drug Trafficking and Other
Serious Crimes (Confiscation of Benefits)

Act 1992
Section 45

In the course of your trade, profession, business or
employment, if you know or have reasonable
grounds to suspect that any property may be
connected to a criminal conduct, you are required to
file a STR to STRO.

Violation [w.e.f. 1 Apr 2019]

« Individual: Maximum $250,000 fine or 3 years
imprisonment, or both

« Corporation: Maximum $500,000 fine

Terrorism (Suppression of Financing) Act

2002
Section 8

Every person in Singapore, and every Singapore
citizen overseas, to inform the Police of any
property or information relating to any terrorist or
terrorist entity

Violation

* Individual: Maximum $250,000 fine, or 5
years imprisonment, or both

» Corporation: Maximum fine is the higher of
$1,000,000 or twice the value of property
involved

A STR should be filed when your organization assessed that there is ML/TF risks involved in the
transaction or interaction. There is NO threshold amount for STR filing.
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Statutory obligations

> No tipping-off

Corruption, Drug Trafficking and Other Serious Crimes (Confiscation of Benefits)

Act 1992
Section 57

Not to disclose to any other person information or any other matter which is
likely to prejudice any investigation/ investigation that may be conducted

following the STR disclosure

Violation
« Maximum $250,000 fine, or 3 years imprisonment, or both
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Red Flag Indicators (Financial Support/Transactions)

i)
i)
ii)

Use of false corporation, shell-companies
Use of multiple, foreign bank accounts

Multiple cash donations/ wire transfers / deposits in small amounts followed by request to refund
large amount via wire transfer to another country

Large amount of cash transactions / donations without using banking facilities
Use of funds is not consistent with the organisation’s purpose

Transactions with no link between the stated activity and the recipient
Unexpected cash withdrawals

Transactions are structured to avoid transaction reporting

Requests to transfer funds are accompanied by vague justifications

Charity’s funds are comingled with personal or private business funds

*This list is not exhaustive, please refer to SONAR for the updated list of suspicious indicators
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M Subscribe to the MAS Mailing List for “List of Designated Individuals and Entities”

https://www.mas.qov.sq/requlation/anti-money-laundering/tarqgeted-financial-sanctions/lists-of-
designated-individuals-and-entities

Monetary Authority Regulation Development Monetary Policy Bonds&Bills Currency Publications  Statistics News Careers n

of Singapore

Home / Regulation / Anti-Money Laundering / Targeted Financial Sanctions / Lists of Designated Individuals and Entities

Targeted Financial Sanctions

To ensure that they are not dealing with designhated individuals and entities, all natural and legal persons in Singapore
should screen their clients against the United Nations lists before engaging in any business or commercial activity with
them.

e Overview
¢ Lists of Designated Individuals and Entities
e Regulations for Targeted Financial Sanctions

e Request for De-listing and Unfreezing
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STRO Online Notices and Reporting
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=0 f

FILING REPORTS TO THE SUSPICIOUS TRANSACTION REPORTING OFFICE (STRO)

STRO Online Notices And Reporting platform (SONAR) allows businesses and their employees to file

More information on SONAR can also be
TFasaeion Ragers o sl Sooes and el Deaie (BT - FormING 724] lecrorioily e found at https://www.police.gov.sg/sonar.

Suspicious Transaction Reporting Office (STRO) via STRO Online Notices and Reporting Platform (SONAR).

WHAT YOU NEED FOR SONAR

'Suspicious Transaction | |Cash Transaction Report
Report ACash Movement Report (Form NP 728) (Form NP 784)

[, Businesses and
Filer

Businesses and employees of : Businesses and employees

Type le)?s‘ijllq?;es: of businesses Individuals of businesses

CorpPass CorpPass CorpPass

+ + +
Accounts SONAR SONAR SineP. SONAR
needed INgrass

SONAR User Guide for SONAR User Guide for CMR SONAR User Guide for CTR
[ STR User User User
Software Adobe Acrobat Reader to view and edit forms
\needed
Forms |Registereduserscan  Electronic Form NP 728 Electronic Form NP 784

download Electronic

Form  |STR Form and Form : ; g Guide to Fill Up Electronic
»Guide CuidafromSONAR. Guide to Fill Up Electronic Form NP 728 .Form NP 784
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